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Welcome

Congratulations on becoming part of the KnowBe4 ASAP family. The following pages reflect your individual survey 

responses and contain recommendations for specific training modules, videos and supporting materials to help you 

catapult your training plans into a mature and multifaceted information security awareness program.

A successful information security awareness program is essential to ensure your employees are empowered with 

the knowledge they need to protect your organization. While employees are your most important asset, they are at 

the same time your weakest link and your last line of defense. One of the best ways to make sure your employees 

will not make costly errors regarding information security is to institute company- wide security awareness training 

initiatives.

Effective security awareness and training programs are multifaceted. For example, an effective program will include:

Deployment of learning modules that cover topics critical to the organization, related to behavior, policy, or 

compliance expectations

Simulated phishing and social engineering attacks so that employees are conditioned to look for red flags in 

any communication they receive

Additional supportive messaging, information delivery methods, communication channels, and interactive 

activities so that your organization has the best chance to effectively develop a sustainable security mindset 

within each employee, job role, division, and region

Knowledge and skills that are relevant and transferrable to an employee's personal life and overall security 

hygiene
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Task List

Description

To have the most success with your security awareness program, involve your stakeholders at the 

beginning. When your stakeholders understand your program, they can act as advocates and help to 

answer employee questions or make sure employees complete training on time.

To engage your stakeholders:

Identify your stakeholders:

Your stakeholders are usually your C-level executives and department managers.• 

Gather your resources:

Download your . Click the  button to download 

this customized report, which provides details about your new partnership with KnowBe4.

• 

Download our  template, provided in the Resources section. 

This template can help you create an internal policy that will support your program's goals.

• 

Meet with stakeholders:

Schedule a meeting to introduce your program to your stakeholders.• 

Provide a copy of your Executive Summary Report to each stakeholder.• 

Explain how you plan to implement your program in your organization.• 

Send a follow-up email:

Copy and customize our  template, provided in the Resources section.• 

Email your customized template to your stakeholders.• 

about 2 hours | April 22nd, 20221. Engage your stakeholders

ASAP Executive Summary Report Download PDF

Security Awareness Training Policy

Engage Your Stakeholders
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Customizing your KnowBe4 console will provide a familiar look and feel for your users when they log in to 

take their training.

Also, by enabling features such as badges, leaderboards, and the Learner Dashboard, your users will be 

more engaged with their security awareness training.

In , we recommend that you make the following customizations:

In the  section:

Add your organization's logo and brand color.• 

Set your default time zone, business days, and business hours.• 

In the  section:

Set a default landing page.• 

In the  section:

Enable badges and leaderboards.• 

Enable the Phishing Information tile on the Learner Dashboard.• 

30 minutes | April 25th, 20222. Customize your KnowBe4 console

Account Settings

Account Information

Phishing

Training
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Whitelisting KnowBe4's mail servers ensures that our simulated phishing emails and training notifications will 

be delivered to your users. If you don't whitelist, our emails may get blocked or filtered into a Spam folder.

How to whitelist:

Depending on the products or services you're using in your mail or web environment, such as a spam 

filter, firewall, or URL scanning service, the exact steps to whitelist KnowBe4 will vary.

• 

Refer to our Whitelisting Guide below for details.• 

If you need assistance with whitelisting, our Support Team is happy to help.• 

After you whitelist:

Use the recommended settings below to create a phishing campaign to test your whitelisting.• 

Ensure the emails arrive in each test user's inbox.• 

Ask your test users to click the phishing test to ensure that clicks are being tracked successfully and 

that they can access the KnowBe4 landing page.

• 

If your test ran successfully, great! If not, adjust your whitelisting settings and try again, or reach out to 

Support for assistance.

• 

Variable | May 4th, 20223. Whitelist KnowBe4's mail servers
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Add your users to your KnowBe4 console so you can send them simulated phishing emails and enroll them 

in training.

How to add users:

Active Directory Integration (ADI) -  - ADI syncs with your Active Directory to 

automatically provision users and maintain your user list over time.

• 

Quick Import - Quick Import is an efficient option if you need to add a small amount of users quickly.• 

CSV import - CSV Import can be used if you want to include additional user data, such as phone 

numbers or manager names.

• 

After you've added your users, you should create groups. Groups allow you to target specific subsets of 

users with phishing and training campaigns.

How to add groups:

Sync groups from your Active Directory by using our ADI feature.• 

Include groups on your CSV Import file.• 

Create groups manually by clicking the  button below.• 

If you're a Platinum or Diamond level subscriber, you can use our Smart Groups feature to create dynamic 

groups based on specific criteria. Smart Groups can be used to automate many workflows in your KnowBe4 

console.

about 4 hours | May 10th, 20224. Add users and create groups

Recommended

Groups
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Set up a baseline phishing campaign to calculate your organization's initial Phish-prone Percentage. Your 

Phish-prone Percentage shows you the percentage of users who are likely to fall for a phishing attack.

Your initial Phish-prone Percentage is your starting point and allows you to measure the success of your 

program over time. Your goal is to reduce this percentage as much as possible by phishing and training your 

users.

For the most accurate results, we recommend conducting this test without warning your users.

30 minutes | May 16th, 20225. Create and complete a baseline phishing campaign
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Review the results of your phishing test to determine who your Phish-prone users are. When you know 

which users are vulnerable to a phishing or social engineering attack, you can take action by assigning 

those users additional training.

You can find your individual phishing test results by clicking the  tab and then clicking your phishing 

campaign's title.

30 minutes | May 17th, 20226. Review the results of your phishing test

Phishing
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Your baseline test will let you know if users know what to do when they receive a phishing email. For 

example, did they forward the simulated phishing email to their manager, or report it to your IT team?

We recommend installing the Phish Alert Button (PAB) to streamline your email incident response plan.

The PAB is an add-in for your mail client or server that lets your users quickly and easily report potential 

phishing emails. Reported emails that are not simulated phishing tests will be forwarded to your incident 

response team or help desk so you can see the real-life phishing attacks that are making it to your users.

Variable | May 19th, 20227. Establish a procedure for users to report suspected phishing emails
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After your baseline phishing test is complete, inform your users about your security awareness program.

Your message to users should:

Provide a basic overview of your program. Explain that you'll be sending out simulated phishing tests 

and enrolling everyone in security awareness training.

• 

Define what phishing emails are so users know what to look out for.• 

Explain the urgent threat of cybercrime and social engineering.• 

Emphasize how important it is for users to complete their security awareness training on time.• 

You can also use this opportunity to introduce or reinforce your email incident response process, or even 

share your initial Phish-prone Percentage with your users to encourage them to support your new program.

To help you create your message, we've provided a template you can use in our Resources below. We 

recommend you provide our  video along with your message to 

show your users how to get started with their first security awareness training assignment.

30 minutes | May 23rd, 20228. Communicate with your users about your security awareness program

Getting Started with KnowBe4 Training
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Use the Security Awareness Proficiency Assessment (SAPA) to assess your users' knowledge of seven 

different security areas. These results will help you determine where the strengths and weaknesses of your 

organization are and will help you select training content that can improve those areas of weakness.

After the initial campaign, you should assign the SAPA annually to see how your users' strengths and 

weaknesses change over time.

30 minutes | May 25th, 20229. Assess your users' security awareness knowledge
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Develop a process for managing the suspicious emails that your users report. With PhishER, you can 

manage all of your user-reported emails and automatically disposition them so you can prioritize and 

respond quickly to real phishing attacks.

Using PhishER's PhishFlip feature, you can automatically turn real phishing attacks reported by your users 

into safe, simulated phishing campaigns.

If you would like to learn more about the PhishER platform, contact your Customer Success Manager or 

Account Manager.

Variable | May 27th, 202210. Develop a threat response and management process for reported 

phishing emails
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Create a foundational training campaign using the content we've selected for you. Our selections include 

comprehensive courses that cover multiple aspects of cybersecurity, including phishing, social engineering, 

and ransomware.

You can also add your own security policies to this campaign so that your users can read and acknowledge 

those policies as part of their foundational training.

about 3 hours | June 2nd, 202211. Create a foundational training campaign
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Create a remedial training campaign to train your high-risk users with additional security training. High-risk 

users are users who have clicked a link, opened an attachment, or failed a phishing test in other ways. Use 

the training modules we've selected for you to help your high-risk users understand how to identify and 

report suspicious emails.

If you're a Platinum or Diamond level subscriber, you can use our Smart Groups feature to automate your 

remedial training campaign. Our Resources below will help you learn how to do that.

about 2 hours | June 8th, 202212. Create a training campaign for phishing test "clickers"
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Create an ongoing phishing campaign to test your users regularly on their ability to identify suspicious 

emails. Ongoing phishing lets your users practice the skills they have learned from their security awareness 

training and reminds them to carefully review the emails they receive.

about 3 hours | June 28th, 202213. Create an ongoing phishing campaign
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Create and upload your organization's policies in a PDF or URL format. You can assign these policies to 

your users as part of a training campaign and your users will be required to acknowledge or agree to these 

policies in order to complete their training. You will be able to see if your user acknowledged a policy in the 

campaign results of that training campaign.

about 2 hours | July 4th, 202214. Create, upload, and distribute policies
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Create training campaigns with the compliance- specific training modules we've selected for you.

To target the users who are required to take these compliance- specific training modules, add them to a 

group before setting up your training campaign.

about 2 hours | July 8th, 202215. Create training campaigns for your compliance training modules
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Keep your users informed of the newest phishing and social engineering scams by sending your users a 

weekly Scam of the Week newsletter. The Scam of the Week templates are found in your System Templates 

and are updated each week. Each template includes the latest tips and tricks to help your users learn how to 

prevent a cyberattack on your organization and keep themselves safe online.

Make sure to hide this campaign from your reports so that it does not affect your users' Phish-prone 

Percentage.

about 1 hour | July 11th, 202216. Set up a Scam of the Week campaign
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Create a Security Culture Survey campaign to learn your organization's overall security culture score. Your 

security culture score is measured by the seven dimensions of security culture. These dimensions include 

the ideas, customs, and social behaviors that impact the security of your organization.

With these results, you can determine which dimensions of your security culture you need to strengthen to 

help your organization establish a strong security culture.

We recommend sending this survey to your users annually to see changes in your security culture score 

over time.

30 minutes | July 13th, 202217. Determine your security culture
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Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | July 20th, 202218. Create training campaigns for your role-based training modules | 

Customer Service Team
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Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | July 27th, 202219. Create training campaigns for your role-based training modules | 

Executives & Leaders
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Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | August 3rd, 202220. Create training campaigns for your role-based training modules | 

Finance Staff
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Create a security awareness training campaign using the training modules we've selected for you. 

Continually training your users with fresh content ensures that your users stay informed about the latest 

cybersecurity threats.

about 3 hours | August 1st, 202221. Create a security awareness training campaign | August
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Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | August 10th, 202222. Create training campaigns for your role-based training modules | IT 

Staff
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Description

Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | August 17th, 202223. Create training campaigns for your role-based training modules | 

Payment Card Processors
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Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | August 24th, 202224. Create training campaigns for your role-based training modules | 

Developers
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Create a training campaign for users in this role within your organization. We've selected training modules 

for you that have been specifically designed to support the needs of this role.

To target the users who are required to take these role-based training modules, add them to a group before 

setting up your training campaign.

about 3 hours | August 31st, 202225. Create training campaigns for your role-based training modules | 

Frequent Travelers
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Identify and group the users that are at a higher risk of receiving phishing emails so you can create 

additional training or phishing campaigns for these users.

Users who may receive more phishing attempts include, but are not limited to, your Executive, Accounting, 

or IT teams. You can identify these users by reviewing your users' Risk Scores, or evaluating the roles in 

your organization that have access to privileged systems or information.

about 1 hour | September 1st, 202226. Identify high-risk groups so you can take action
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Create a targeted phishing campaign for your high-risk users. High risk users are:

Users who have access to privileged information, such as Executives or your Accounting team.• 

Users that are more likely to fall for a phishing or social engineering attack (your users who have a 

high Phish-prone Percentage).

• 

You can use our suggested settings or customize phishing templates and landing pages to spoof internal 

departments and executives to make the test look even more legitimate.

For added difficulty, create a customized landing page that is identical to one of your internal sites to test if 

these users are at risk of sending confidential information to an untrusted source.

about 1 hour | September 12th, 202227. Create a recurring, targeted, high-risk phishing campaign
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Reinforce your users' security knowledge by sending out a periodic Security Hints and Tips email. The 

Security Hints and Tips templates are found in your System Templates and are updated each month. Each 

template includes tips and tricks to help your users learn how to prevent a cyberattack on your organization 

and keep themselves safe online.

Make sure to hide this campaign from your reports so that it does not affect your users' Phish-prone 

Percentage.

about 1 hour | September 13th, 202228. Set up a Security Hints and Tips campaign
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Print and display security awareness posters around your office. Seeing reminders of concepts your users 

have learned during training helps them keep security in mind during their everyday tasks.

30 minutes | September 14th, 202229. Review and select posters to display around your organization
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Create a training campaign that includes the games we've selected. Games provide a fun and interactive 

learning experience while reinforcing the skills your users are learning in a new and interesting way.

about 2 hours | September 23rd, 202230. Review and select games for your training campaigns
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Use the newsletters and security docs we've selected to help reinforce the skills your users learned from 

training. To distribute these files to users, you can download them and host them on your organization's 

intranet.

30 minutes | September 26th, 202231. Review newsletters and security docs and plan delivery method
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Test your users with a vishing (voice phishing) campaign to check if they are able to spot a vishing attempt.

After setting up a vishing campaign, our system will call your users and play an automated message. Users 

will be asked to enter sensitive information into the phone, such as a PIN or a Social Security number.

The information your users enter will not be saved. We only track whether or not your users entered data.

To make your vishing campaigns even trickier, you can create custom vishing templates using our 

automated text-to-speech feature.

about 2 hours | October 5th, 202232. Set up a vishing campaign
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Test your users with a USB drive test to see how they react to finding an unknown USB drive around the 

office. If a user inserts one of your USB drives into their computer, their actions will be tracked and included 

in your reports.

30 minutes | October 7th, 202233. Set up a USB drive test campaign
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Review your phishing, training, and user reports regularly to check in on the progress of your security 

awareness program. Monitoring the various reports available in your KnowBe4 console will allow you to 

make adjustments to your plan when needed.

30 minutes | October 10th, 202234. Check in on the effectiveness of your program
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Use data from the  tab of your console along with observations you've made to monitor 

improvements to your security culture and user behavior. Then, share these results and observations with 

your management or leadership team.

As you build a stronger security culture within your organization, you are likely to see several positive 

changes, including:

Users reporting suspicious emails or encouraging their coworkers to watch out for phishing emails.• 

Users discussing a training assignment they enjoyed or a tricky phishing test they received.• 

Lower Phish-prone Percentages and Risk Scores across your organization.• 

Take note of these observations, along with any other feedback you receive, and provide that information to 

your organization's leadership to show them the progress you've made with your security awareness 

program.

about 1 hour | October 12th, 202235. Share user behavior improvements with your organization's leadership

Reports
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Enroll your high Phish-prone users into a low-difficulty phishing campaign to help them learn to detect 

threats. Diamond and Platinum customers can also use Smart Groups to automate phishing campaigns 

based on recent phishing campaign failures.

about 1 hour | October 14th, 202236. Create a low-difficulty phishing campaign for high Phish-prone users
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Enroll your low Phish-prone users into a high-difficulty phishing campaign to keep their skills sharp. 

Cybercriminals are always changing their tactics, so this campaign ensures your employees are well-trained 

and ready for new and advanced threats. Diamond and Platinum customers can also use Smart Groups to 

automate phishing campaigns for users who have not clicked on recent phishing tests.

about 1 hour | October 18th, 202237. Create a high-difficulty phishing campaign for low Phish-prone users
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Create a targeted training campaign for high-risk users. The training modules we've selected are for users 

who are at a higher risk of receiving a phishing email. High-risk users can include your Executives, 

Accounting, IT or Help Desk teams, and anyone else in your organization who has access to confidential or 

sensitive information.

about 2 hours | November 8th, 202238. Use targeted training to initiate a training campaign for high-risk users
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Create a security awareness training campaign using the training modules we've selected for you. 

Continually training your users with fresh content ensures that your users stay informed about the latest 

cybersecurity threats.

about 3 hours | November 1st, 202239. Create a security awareness training campaign | November
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Create a security awareness training campaign using the training modules we've selected for you. 

Continually training your users with fresh content ensures that your users stay informed about the latest 

cybersecurity threats.

about 3 hours | February 1st, 202340. Create a security awareness training campaign | February
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